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[:YA[ Cybersecurity
Youth Appenticeship Initiative
Employees in these positions are assessed to detemine if they are “ready

BEN C HMARK now,” “one job away,” or “two jobs away” from promotion into other positions.

J Computer Network Support Specialist Information Technology Specialist
POSITIO N S Computer Operator Information Technology Strategy Analyst
Computer Systems Analysts Medical Records and Health Information Technician
Computer User Support Specialist Systems Administrator
Electronics Engineering Technician Systems Testing and Evaluation Specialist
Electrical Engineering Technician Technical Support Specialist
Electronics Engineering Technologist Telecommunications Engineering Specialist
Financial and Risk Analyst Web Developer

Geographic Information Systems Technician

These positions often require a high school diplomaand an industry -recognized
certificate or an apprenticeship.

ENTRY LEVE L Cyber Crime Analyst Document Control Specialist

J Cyber Incident Analyst Information Security Specialist
POS ITIO N S Cybersecurity Crime Investigator IT Auditor
Cybersecurity Specialist IT Security Specialist
Cybersecurity Support Technician Jr. Cybersecurity Analyst
e Cybersecurity Technician Jr. Secure Systems Administrator
Cyber Vulnerabilities Technician Jr. Security Consultant
Defense Incident Responder Vulnerability Assessment Analyst

These jobs often require an Associate’s degree or industry-recognized
certification, and 3 to 5 years of work experience or a Bachelor’s degree.

M I D' LEVE L Bio-Informatics Technician Identity Analyst

Computer Network Architect Information Technology Project Manager
POS ITION S Computer Programmers Information Assurance Analyst

Cyber Business Analyst Information Assurance Analyst

B Cyber Customer Response Analyst Information Management Analyst
— Cyber Incident Handling Analyst Information Security Analyst

Cybersecurity Analyst Information Technology Risk Associate

Cybersecurity Consultant Network and Computer Systems Administrator

Cyber Vulnerability Tester Software Developer, Applications

Database Administrator Software Developer, Systems Software

Data Security-Associate Security/Response Analyst

Financial Systems Analyst Web Administrator

These jobs often require a Bachelor’s, Master’s, Doctorate, or advanced
professional degrees and 5-7+ years of work experience.

ADVAN CED Computer and Information Research Scientist Data Engineer
Computer and Information Systems Manager Information Assurance Systems Security Engineer
POSITION S Computer Network Architect Information Assurance Engineer
Computer Systems Engineer Information Security Technology Consultant
Cybersecurity Administrator Research Scientist
Cybersecurity /IT Security Engineer Scientist - Information Exploitation
Cybersecurity /IT Security Architect Sr. Cybersecurity /Information Security Analyst
Cybersecurity Manager Sr. Information Assurance Analyst
Cybersecurity Consultant Sr. Information Assurance Specialist
Cybersecurity Risk Consultant Software Quality Assurance Engineer
Cybersecurity Penetration Test Engineer Software Quality Assurance Tester

Database Architect

Pursuantto the National Apprenticeship Act, the Departmentof Laborworks to expand opportunities related to apprenticeship programs. This projecthas been funded, eitherwhollyorin part, with Federal funds from the Department of
Labor, Enployment& Training Administration underthe contractnumber/work order DOL-OPS-16-A-0012/1605D C-18-F-00060. The contents of this publication do notnecessarily reflecttheviews orpolides of the DepartmentofLabor, nor
does mention oftradenames, commercial products, ororganizations implyendorsementofsamebytheU.S. Government.
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